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i EXTREMISM+GAMING
What Is the EGRN EERESEAHCHNETWURK
The Extremism and Gaming Research Network (EGRN) brings together over 100 members and 30

organizations from researchers, practitioners, and policymakers to:

“Uncover how malign actors exploit gaming, to build resilience in gaming communities to online
harms, and to discover new ways to use gaming for good.”

Our Members and Supporters include:
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Gaming - A Primer

e Gaming is king. Above music, film, and TV, it is the most profitable entertainment sector.
o Revenues for 2022 are estimated to have been ~$196.8 billion USD.

® |tis not niche: ~2.81 billion people are now gamers, a figure concentrated among 16-24 year olds.
That's 1 in 4 people.
O Nearly 50% are women.
o The highest concentration are in the Asia-Pacific region.

® Gaming has pro-social benefits: stress relief, community-building, and fun.
O COVID-19 also led to a surge in online gaming. A lifeline in isolation.

e They are far more than just entertainment.
O Games, and the many platforms around them, are social spaces.

And depictions of violence in games are not definitively connected to offline violence.
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Online Harms in Gaming

Percentage of respondents under 18 who Percentage of respondents 18 and over who
came across statements expressing support for the idea that: came across statements expressing support for the idea that:
The white race is superior to other races 16% The white race is superior to other races 13%
A particular race or ethnicity should be expelled or eliminated 17% A particular race or ethnicity should be expelled or eliminated 16%
Using violence is justified or necessary to achieve a political aim 15% Using violence is justified or necessary to achieve a political aim 12%
Women are inferior 18% Women are inferior 21%
Violence against women is justified 6% Violence against women is justified 10%
Percentage of respondents who came across statements Percentage of respondents who came across statements
supporting the use of physical violence against a particular portraying a particular ethnic, gender, or religious group as
person or group based on their identity: inferior:
United States of America 35% United Kingdom 25% Korea 50% United Kingdom 31%
Korea 30% France 25% United States of America 41% France 23%
Germany 29% Germany 33%

NYU Stern School of Business, 2023
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Gamified Attacks and Radicalization Case

Location Date Incident Type
Christchurch, New Zealand 15-Mar-19 Far Right Attack
It was "truly unique-maybe it
P , USA 27-Apr-19 Far Right Attack . .
Y Pl ar Right Attac was the fact that it was live
El Paso, USA 3-Aug-19 Far Right Attack streamed, or the video-
game-
Baerum, Norway 10-Aug-19 Far Right Attack like view Of the whole
event...The video felt
Halle, Germany 9-Oct-19 Far Right Attack 'different’
Hanau, Germany 19-Feb-20 Far Right Attack to most other content that |
had
Buffalo, USA 4-May-22 Far Right Attack seen before."
-Bratislava Attacker, 2022
Bratislava, Slovakia 12-Oct-22 Far Right Attack
Singapore 1-Nov-22 Islamist/Jihadist Radicalization
Germany 1-Jan-22 Far Right Radicalization

France 1-Oct-23 Islamist/Jihadist Radicalization
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Typology of Harms

New Video Games +Modifications

Radicalization & Recruitment

Gamification for
Radicalisation + Grooming

Radicalization & Recruitment &
Grooming

Q.0

Using Gaming
Culture References

Radicalization & Propaganda

Gaming Ecosystem
Platforms

Socialization, Mobilization,
Recruitment

Games for
Communication

Socialization, Radicalization,
Communication, Grooming

Financing and Money
Laundering

Fundraising
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Inside the Typology: The Buffalo Attack

Mass shooting streamed on Twitch - Payton Gendron/jimbob: 4chan schizo poltard kills 10 people, names /k/

to-do-list — BUFFALO MASS and /pol/ In his manefisto
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Inside the Asian Gaming Landscape
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Lantern: The First Child Safety Cross-PIatfbrm

Signal Sharing Program

Company adds appropriate
signals to Lantern

Such as violating URLs
Company takes or keywords

action according
to its policies e

If activity is an illegal
offense, reports it to the
proper authorities

Participating company
detects violation on its
platform

Company provides feedback to
Lantern about signals used

HOW IT WORKS 0;

B

Another participating company can
select from the signals in Lantern to
see if they help to surface violating
content or activity on its platform

This participating
company reviews
content and activity

Company takes
action according
to its policies

6

If activity is an illegal
offense, reports it to the
proper authorities

surfaced on its platform
from these signals
against its policies

Figure 1: Tech Coalition


https://www.technologycoalition.org/newsroom/announcing-lantern
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